

G.P. MUMBAI
PROCUREMENT OF GOODS

UNDER 

NATIONAL SHOPPING PROCEDURES
PROJECT: TEQIP
DEPARTMENT:- G.P. Server room
GOVT. POLYTECHNIC, MUMBAI

49, ALI YAVAR JUNG MARG; KHERWADI; BANDRA(EAST); MUMBAI- 400 051.

TELEPHONE NO. 26474780; 26474580

==================================================================
No:- GPM/STORE/TEQIP/Server_room/
        
Date:-7/03/2009
QUOTATION

To
___________________________________

___________________________________

___________________________________

___________________________________

Dear Sirs,


Sub : 
INVITATION FOR QUOTATIONS FOR SUPPLY OF






Unified Threat Management System 
1.
You are invited to submit your most competitive quotation for the following goods:-

	Brief  Description

of the Goods


	Specifications
	Quantity
	Delivery Period
	Place of Delivery
	Installation Requirement if any

	Unified Threat Management System

Consisting of

Firewall + Antivirus+Intrusion Prevention system+IDP+Web filtering+Antispam 

Total cost should be mentioned for Subscription of any component and  hardware warranty for three year.

Models of branded

 companies such as  Fortinet , NOKIA , CYBEROaM. 

	Detailed Specification See Annexure
	    01


	10 days


	Server room
	Installation,

Free Working

Trial  and training


2.
Government of India has received a credit from the International Development Association (IDA) in various currencies equivalent to US$ 250 Millions towards the cost of the TEQIP Project and intends to apply part of the proceeds of this credit to eligible payments under the contract for which this invitation for quotations is issued.
3.
TERMS
a) The supplier should be either manufacturer or authorized dealer for goods which he quoted. He should have minimum 5 years experience in dealing the similar goods of brands to be supplied. In case of dealer, submit the dealers authorization certificate.
b) The supply shall be for the full quantity as described above.  Corrections if any shall be made by crossing out, initialing, dating and re-writing

c) All duties, taxes and other levies payable by the supplier under the contract shall be indicated and included in the total price. The octroi exemption certificate will be issued by this institute.
d) The rates quoted by the supplier shall be fixed for the duration of the contract and shall not be subject to adjustment on any account.

e) The Prices should be quoted in Indian Rupees only.

f) The supplier should  submit bank guarantee at 10% of the total cost of the supplied goods for the period of warranty.

g) During the warranty period  supplier should  attend the complaints and rectify the problems within 24 hrs. from the time of receiving complaint. If supplier does not provide the service support or alternative arrangement for  that particular goods over down period exceeding 7 days, warranty period will extended automatically by the duration of down period.

h) The supplier should have minimum turnover of  1.0 Cores per annum
j) 

The supplier should  deliver the goods within time limits mentioned in  

            supply order.  Otherwise delay charges will recovered  @ 2% of the total cost.     

        (Including all taxes, levies etc.)

k)
The supplier should submit leaflets, relevant catalog or any other documents  

                        supporting  for the same goods.

l) Each supplier should submit one quotation in enclosed prescribed form only.
m) The quotation should occupying the deviation certificate in respect of specification.
4.
Validity of Quotation

Quotation shall remain valid for a period not less than 45 days after the deadline date specified for submission.  

5.
Evaluation of Quotations 

The Purchaser will evaluate and compare the quotations determined to be substantially responsive i.e. which 


(a) 
are properly signed ; and 

(b) 
conform to the terms and conditions, and specifications.

The Quotations would be evaluated for all the item  in the schedule.
6. 
Award of contract

The Purchaser will award  the contract to the supplier whose quotation has been determined to be substantially responsive and who has offered the lowest evaluated quotation price.

6.1
Notwithstanding the above, the Purchaser reserves the right to accept or reject any quotations and to cancel the quotation process and reject all quotations at any time prior to the award of contract.

6.2
The supplier whose quotation is accepted will be notified of the award of contract by the Purchaser prior to expiration of the quotation validity period. [ The terms of the accepted offer shall be incorporated in the purchase order. ]
7.
Payment shall be made immediately after fulfillment of followings.
             i) Delivery  ii) Installation iii)  Satisfactory testing  iv)  free training to the staff.


v) submission of bank guarantee.

8.
Minimum 3 Years warranty shall be applicable to the supplied goods.

9.
You are requested to provide your offer latest by  14.00  hours on 16/03/09.
             Interested suppliers shall  collect the copy of E-5 from institute Stores.
10.
We look forward to receiving your quotations and thank you for your interest in this project.




     PRINCIPAL
FORMAT OF QUOTATION *
	Sl. No.
	Description Goods
	Specifications
	Qty.
	Unit
	Quoted Unit Rate in Rs.
	Total Amount

	
	
	
	
	
	
	In Figures
	In Words

	
	
	
	
	
	
	
	








Gross Total Cost :  Rs. ..........................

Certificate of Deviation

	Item no.
	Tendered Specification
	Supplier product specification
	Deviation if any
	Remarks

	
	
	
	
	


We agree to supply the above goods in accordance with the technical specifications for a total contract price of Rs. ...........(amount in figures ) (Rs. ........... amount in words) within the period specified in the Invitation for Quotations.

We also confirm that the normal commercial warrantee/guarantee of .36( Thirty Six ).. months shall apply to the offered goods.

We hereby certify that we have taken steps to ensure that no person acting for us or on our behalf will engage in bribery.









Signature & Seal of Supplier

*
Applicable while the bids are being invited for more than one item and would be evaluated for all the items together.  Modify where evaluation would be made for each item separately.

Annexure
Specifications for the Unified Threat Management System

	Sr.
No.
	Features
	Compliance
	Comments

	1.1
	General Requirements:
	 
	 

	1
	The Firewall must be appliance based and
should facilitate multi-application environment. 
	 
	 

	2
	It should be modular to accommodate future growth.
	 
	 

	3
	The Firewall should be ICSA Labs certified for ICSA 4.0 or EAL 4 certified, if not the same model
	 
	 

	4
	Appliance should be rack mountable
	
	

	5
	Licensing: should be per device license for
unlimited users for Firewall / VPN (IPSec & SSL) / IPS / WCF / AV and not user/IP based license – Please specify if the product does not follow the required licensing policy.
	 
	 

	6
	Support for at least a minimum 10 virtual firewalls. Please mention what is the maximum number of virtual firewalls supported
	 
	 

	7
	Should support IPv6 traffic
	 
	 

	8
	Should support automatic ISP failover as well as ISP load sharing for outbound traffic. 
	 
	 

	9
	Should support automatic ISP failover as well as ISP load sharing for outbound traffic. 
	
	


	1.2
	Interface and Connectivity Requirements:
	 
	 

	1
	The platform must be capable of supporting a minimum of 2 gigabit interfaces with auto sensing 10/100/1000 capability & 4 10/100 configurable ports along with 4 switch ports. 
	 
	 

	2
	The platform should support the standards based Link aggregation technology (IEEE 802.3ad) to achieve higher bandwidth.
	 
	 

	3
	The platform should support VLAN tagging
(IEEE 802.1q)
	 
	 

	1.3
	High Availability Requirements:
	 
	 

	1
	The firewall must support Active-Active as well as Active-Passive redundancy.
	 
	 

	2
	The Firewall must support stateful clustering
of multiple active firewalls, and the firewalls
must load balance the traffic between them to share the load.
	 
	 

	3
	The cluster should support simple and minimal downtime during upgrade
	 
	 


	1.4
	Performance Requirements:
	 
	 

	1
	The Firewall must support at least 400,000 concurrent connections
	 
	 

	2
	The Firewall must support at least 10,000 new sessions per second processing.
	 
	 

	3
	The Firewall should support throughputs of minimum 500 MBps 
	 
	 

	4
	The firewall should support a minimum of atleast 100 mbps of 3DES VPN Throughput 
	 
	 

	5
	The firewall should support a minimum of atleast 200 Mbps of IPS Throughput
	 
	 


	1.5
	Layer 2 / 3 Requirements:
	 
	 

	1
	The Firewall should support IEEE 802.1q
VLAN Tagging with about 4096 VLANs supported (in NAT/Route mode)
	 
	 

	2
	There should be support for increasing
bandwidth for links by using IEEE 802.3ad link aggregation.
	 
	 

	3
	Static routing must be supported.
	 
	 

	4
	Policy based Routing must be supported
	 
	 

	5
	RIPv1 and RIPv2 routing must be supported.
	 
	 

	6
	The Firewall should support OSPF & BGP4
	
	

	7
	The device should support multicast routing
	 
	 


	1.6
	Firewall Features Requirement:
	 
	 

	1
	It should be possible to operate the firewall in
a “stealth mode” or “bridging" or "transparent mode”. 
	 
	 

	2
	The Firewall should also support the standard Layer 3 mode of configuration with Interface IP’s. 
	 
	 

	3
	The Firewall must provide NAT functionality,
including dynamic and static NAT translations. It should be able to support Port Forwarding.
	 
	 

	4
	All internet based applications should be
supported for filtering like Telnet, FTP,SMTP, HTTP, DNS, ICMP, DHCP, RPC,SNMP, BGP, IMAP, NFS etc
	 
	 

	5
	The Firewall should support authentication
protocols like LDAP, RADIUS and have support for firewall passwords, token-based products like SecurID, RADIUS & TACACS+ authentication servers and digital
certificates.
	 
	 

	6
	The Firewall should provide advanced NAT
capabilities, supporting all applications and
services ( ie SIP/H.323 NAT Traversal)
	 
	 

	7
	Firewall should support Voice based protocols like H.323, SIP, SCCP, MGCP etc
	
	


	1.7
	Authentication Requirements:
	 
	 

	1
	Support for authentication at the firewall policy level
	 
	 

	2
	Support for RSA SecureID
	 
	 

	3
	Support for RADIUS, LDAP and TACACS+ integration for Authentication
	 
	 

	4
	Support for Native Active Directory Integration
	 
	 


	1.8
	Hiding Internal Network:
	 
	 

	1
	Support for network address translation
	 
	 

	2
	Support for Port address translation
	 
	 

	3
	Support for DNS Translation
	 
	 

	4
	Should support NAT over VPN
	 
	 


	1.9
	Encryption / VPN Requirements
	 
	 

	1
	The VPN should be integrated with firewall and support the full Encryption & other standards and protocols:
	 
	 

	a
	DES, 3DES, AES
	 
	 

	b
	MD5 and SHA-1 authentication
	 
	 

	c
	Diffie-Hellman Group 1 , Group 2 and Group 5
	 
	 

	d
	Internet Key Exchange (IKE) algorithm
	 
	 

	e
	The new encryption standard AES 128, 192 & 256 (Advanced Encryption Standard) 
	 
	 

	2
	Should have integrated SSL VPN with no license slab restriction 
	 
	 

	3
	Encrypted tunnel support – firewall to firewall
	 
	 

	4
	Encrypted tunnel support – user to firewall
	 
	 

	5
	Support for choice of encryption methods
	 
	 

	6
	Encrypted tunnel support for Internet & dial
up connections
	 
	 

	7
	Support for choice of VPN protocols
	 
	 

	8
	Availability of Unlimited VPN client software (with no license slab restrictions)
	 
	 


	1.10
	Administration/ Management Requirements:
	 
	 

	1
	The Firewall must support https & SSH management
	 
	 

	2
	Should have configurable option to define
remote access to the Firewall on any interface and restrict the same to a specific IP/Subnet
	 
	 

	3
	The Firewall must provide a Graphical User
Interface (GUI) as well as Command Line Interface (CLI) for making changes to the firewall rules set.
	 
	 

	4
	The Firewall must provide a means for exporting the firewall rules set and configuration to a text file.
	 
	 

	5
	There must be a means of connecting
directly to the firewall through a console
connection
	 
	 

	6
	The Firewall must provide statistics about
the status of Firewalls within the cluster. (in case of HA scenario)
	 
	 

	7
	The Firewall must send SNMP traps to
Network Management Servers (NMS) in
response to System failures.
	 
	 

	8
	Provision to generate automatic alerts via mails / syslog
	 
	 

	9
	Provision to send alerts to multiple recipients
	 
	 

	10
	Support for role based administration of firewall
	
	

	11
	Support for Image upgrade via TFTP and WebUI
	
	

	12
	Should support system software rollback to the previous version during upgrade
	 
	 


                                   Supplier’s Stamp Authorized signatory

Principal

Government Polytechnic Mumbai
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